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This document describes the procedure about how to test the communication with NetEco through
an openAPI user.

1. Create an OpenAPI User

Login as installer on Neteco and create an openAPI account:
Choose settings menu—>users—>fill the requested details—=>choose OpenAPI User—>select the PV
plant->ok

: EngishEngisn) v | | d
N' EtE co Overview Monitor Historical Data Maintenance System

48 system > User Management

*User Name:
¥ Users
*Password

*Confirm Password

User Type:  [OpenaPl User

The OpenAPI user can only invoke authorized Open API ports butis not

allowed to perform foreground cparations.

Use Status @ Enable () Disable
Company

Select a PV plant that can be accessed:
Qo
B0 PV System

Wl o o ol off o
oopog

Sonesl .

2. Check the communication protocol

Dashboard Web Server query data from NetEco through HTTPS protocol, Dashboard Web Server
is Client, NetEco is Server.

Source Source IP Source Destination Destination IP Destination

Protocol Port Description Authentication Mode Encryption Mode

Device Address Port Device Address Port

Port for logging in to

IP address P address of
Random NetEco the NetEco server
Client of the the NetEco 27200 HTTPS Username/password TLS1.1&1.2
port server open interface in TLS
client server

encryption mode

Check if the port 27200 is enable and if you have active on your computer the TLS1.1&1.2 and
SSL.
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& Internet Properties @g

‘ General | Secnmyl Frwacyl Content | C Fmglami‘ Advanced L

Settings

Enable DOM Storage -
Enable Enhanced Protected Made™
Enable Integrated Windows Authentication™
Enable native XMLHTTP suppart
Enable SmartScreen Filter
Enable Strict P3P Validation™

end Do Mot Track requests to sites you visit in Internet F
Use SSL 2.0 N
Use SSL 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2 |
VST SDOUT CETTTICATE B0aTESE MISate
Warn if changing between secure and nat secure mode u
‘Warn if POST submittal is redirected to a zone that does |

n | »

FOREEEEEOOREON

a

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition.

You should anly use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator.

Apply

3. Install Postman on your computer

Download and install Postman and before start to interrogate Neteco with your
openAPI user disable the SSL certificate verification form the Postman settings:

SETTINGS

General

REQUEST HEADERS

Trim keys and values in request body Send no-cache header

SSL certificate verification Send Postman Token header

Always open requests in new tab Retain headers when clicking on links
Always ask when closing unsaved tabs @ on Automatically follow redirects
Language detection Auto ¥ Send anonymous usage data to Postman

Request timeout in ms (0 for infinity)

Automatically persist variable values

Learn more about variable values

USER INTERFACE

Editor Font Size (px)
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4. Login on Postman with openAPI user

Use your server IP to login and interrogate Neteco with your openAPI user.
Example: if the Neteco IP is 52.58.159.100 use the next link to login:
https://52.58.159.100:27200/openAPI/login

URL.: https://ip:port/openApi/login

Request:

Method: POST

Parameter: username, password

Response: {"errorMsg":0,"openApiroarand":"e2 1btb25-5637-49d3-8ec2-d6106ccOfc97"}
The key note with red will help you to interrogate the other parameters.

New ~ =2 MyWorkspace ¥ & Invite L2 Signin
| No Environment ry ©
2 hittps://52.58.159.100:27200/0p ® hitps://52.58.159.100:27200/0p @ hitps://52.58.159.100:27200/cp @ 4 ses *
History et .
[ i S https://52.58.159.100:27. penApiflogin?user uaweil23
i1 ave Responses
POST v | https:#/52.58.159.100:27200/0penApiflogin?userName=Eu; rd=Huawei123 Send e Save v
~ Today
Params & ® (2 Cookies Code
KEY VALUE DESCRIPTION
userName EugenApi
password Huawei123
Body ) 12 s 00 OK D d
Pretty Auto v = m Q
Lea

5. Query Plant List

URL.: https://ip:port/openApi/queryPlantList
Request:

Method: POST

Parameter: openApiroarand

Response:

Example:
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My Workspace * & Invite Sign In
Q 52.58.158.100:27200/0p @ o s omtr | R - No Environment r ©
History
https://52.58.159.100: penApi/q antListZopenAp Wrh76QLOBB7kescHixrDSFd7NthmTi2t
IstPopenApircarand=Wrh76QLIBBTkescHixr DSFA7NthmTi2t send ~ VRN
Params ® . ) Cookie
Key VALUE DESCRIFTION we B
nApiroarand Weh —
Body ) Staus: 200 0K Time: 631ms  Sze: 64 ueond

Pretty Auto ¥

["erroriiag 0, “resultbata™:[ [ "plantid-: 100058, "plantilane  : “Feldioara, totalStringPouer : NA",~ inverteriun-
o dayEnergy™:"1.932 Mwh", "totalEnergy":"11.386 GWh~,"co2reduce™:"11.352 kt~,"income’ 278 96k _EUR", "speci:

88, ~totalRate-: 3760.000 KN-," currentPower :~737.391 ki~
Energy”:"HA"}]}

6. Query Device List

URL: https://ip:port/openApi/queryDeviceList
Request:

Method: POST

Parameter: plantid, openApiroarand
Response:

Example:

MyWorkspace ~ & Invite

(e e—— No Environment v @
Q hitps://52.58.159.100:27200/0p ® huupsi//52.58.159.100:27200/0p ® 52.58.159.100:27200/00 @ + + ®

5100 - . https://52.58.159.100:27200/0 penApi/queryDeviceList?plantid=100058&openApiroarand=Wrh76QLIBB7kescl

rDSFA7NthmTi2t

DSFd7NthmTi2t m Save v

VALUE DESCRIPTION

httpsi//52.58.

59.100:27200/0penApi/queryDevicelist?plantid=100058&o0penApiroarand=wrh76QLOBBTkesc|

&openApiroarand=wrh76QLOBB7k

hitps://52.58.159.100:27200/openA
pl/queryPlantLis?openApiroarand= plantid 100058

Wrh76QLIBBTkescHixrDSFA7Nthm openApiroarand Wrh76QLIBB7kescHixrDSFATNthmTi2t
ttps://52.58.159.100:27200)
piflogin7userName=EugenApiapa
word=Huawei123 N i -
Body 0} i) Stalus 000K Time: 285ms  Size: 30E7KB |  Download
52.58.159.100:27200/c
St2u:
assword=Huawel | 238apeni prety Auto mQ
52.58.159.100:272( 1 ["errortisg":@,"resultData’ 00858, "deviceid":1656, "devicellame" : "SUN20@_1656", "deviceType" : "SUN28B@" , "equipmentVer" : "V18@ROALCSLSPC106" , "SN"
+*210107136110E 3000826”, - ‘SmartlLogger_1634","ratePoyer”:"20 ki, "stringPouer™:"="), {"plantid": 100058, "deviceid” 11659, "deviceNlame " "SUN2000_1659"
,“deviceType":"SUN2000" , "equipmentier™: "V10QREG1CEISPCLOE", "SII": 2101071361102001290" , "SmartLogger™: "SmartLogger. 163", "ratePover”: "20 Ki","stringPouer™: "}, {"plantid

108058, "deviceid": 1661, "devicelame” : "SUN20@@_1661", "de vi:sfype 'SUN2888" "equipment\/e "V100ROO1CE1SPC1R6™, "SN™ 10167136110E2088968", "SmartLogger”
, *), ("planti” 100058, “deviceid" 1663, "devicelane" :“SUNZ008_1663", "deviceType"s SUf2686", "equi prentler”
H 210]6713511HE2E91595 ,"smanxtogger 1"Smartlogger 1634, "ratePower”:"20 kW', stringPower™:"-"},{"plantid":100058, "deviceid™:1665, devicelame™
+"5UN2000_1665" “devlceType“ “SUN2000", "equipnentyer-: "V100RGOLCEISPC 106", "SH"+~210107136110E2001054" , “SmartLogger: "Sma artlogger_1634", “ratePouer”:"20 i
To7h{plancisdocoss, deviceld 1666, devicellane” "SUN2060_166s-, deviceType” "SUN20O", " aquipnencler : VI0GROOICEISPC10G”, S+ ~2101071361108 3000853, “Snarclogger”
"SmartLogger_1634", "ratePower’ KW","stringPower":"-"}, (”plantid 100058, "deviceid":1667,"deviceName™ : "SUN20@D_1667", "deviceType™: "SUN200" “?qujpmen(\ler"
/100R001CB1SPC106™, "SN” "2101@713511952@93752" “SmartLogzer”: "SmartLogger_163 K, "stringPoner "), ("plontid": 100058, "deviceid” 1668, "devi cellane”
"SU200_1685" , “davicaType" - SUI2000", "aquipnentiar - VIGHRORLCEISPCIOR.  SII°: 2101071361105 2001145" "Smanct ogger”
o}, {“p]intin" 00058, “deviceid” 11671, "devicellane” :"SUN2060_1671", "devi ceType" i "SUN2000" , “equipnentier : "V1OROGICE1SPCI08", "SIl
“SmartLogg ‘ratePowe W", " stringPower™ ),(“plintid"'lBBBSS "deviceid":1673, "deviceName": "SUN28@0_1673", "deviceType’
- 1GBR031(815P[186',"5N" martLogger™: "SmartLogger_1634","ratePower™:"20 k", "stringPomer™ ‘),{"plantkd“ 1008058, "deviceid":1674,
SUN2000_1674" , "deviceType™:"SUNZ0B" , "equipnentVer™: "VIGQRQOCBISPCLO6" , "SNI": " 210107136 11063000460 , "SmartLogger™: “SmartLogger_1634", "ratePouer”:"20 ki
"},{"plantid”:18058, deviceid" :1677, "devicellame" : "SUN20@_1677" 'dguJLeTyps SUN2008" , "equipmentVer™ : "V10BROGICE1SPC106 ", "SI" : 210107 136118E2080915" , "SmartLogger™
“SmartLogger_1634", “ratePousr®:20 kil", "stringPousr: "), ("plantid”: 100055, “deviceid": 1679, “deviceNare" : “SUNZ000_1675", ‘devl:eType +"SUN2000" , “equipmentier”
/160ROA1CE1SPC196™, " SN™ : "2 2 i

/52.58.159.100:27200/0penA

Smartlogger_1634”,"ratePouer: "2
nownssnenseaasw
2080", “equipmentVer™
"deviceName"”

» 8, "deviceid™:1683, da\uceNama
UN2000_1683", "deviceType” atePower”:"20 Ki tringPower”
3+qu6VOCEPNCph 1,{"plantid":100058, "deviceid CU000" eautpmanter -VI00ROOICEISPCIOE i 210107 136110E2008826", "SmareLogger-
mantlnooan AATA" “nareBouent APPSR "roviraid”:RET1 “devicoliana” - "SUNFAAA AIT1" awicaTuna”- "SINIAAAT "aniinmantlar”
R B Qlean [ & @
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7. Query Plant Real Time Data

URL: https://ip:port/openApi/queryPlantdetail
Request:

Method: POST

Parameter: plantid, openApiroarand
Response:

Example:

22 MyWorkspace ~ 2, Invite

9 58.159.1 . - 52,5815 . Mps:/i52.58.15 op @ HBEI/EASESA. v | P No Environment v o &
Histony
Y https://52.58.159.100:27200/openApilq i id=1000588& pircarand=0CVXr3IRK380j
ave Responses @0
POST v | hitps:s/52.58.159.100:27200/0penApi/que ‘aarand=oCVXr3IRKIB0jKzs SEWSMWXENOePIdPZ “ Save ~
+ Today
2581 Params ®
Kev vaLUE DESCRIPTION
pla
op RK380jK i )

rentPower™:558.686 kW","dayEnergy”:"2.087 M4h", totalEnengy™:"11.386 GWh","co2reduce”:"11.352 Kt”,”income™:"278
-~.an})

8. Query Device Real Time data

URL: https://ip:port/openApi/queryDeviceDetail
Request:

Method: POST

Parameter: plantid, openApiroarand

Response:

Example:
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Signn
No Enviranment r ©
2 5:1/52.58.159.100:27200/08 @ 59.100:27200/00 @ tps:/52.56.159. 100:27200/0p @ + id z b
History
Y https://52.58.159.100:2 penApi/g
hitps://52.58.159.100:27200/0penAf Save *
VALUE DESCRIPTION dit
OVnsNBQR2AbUIRa
Time 6% | Download
Q
“TR16_I 3.cas"

. 637,
utislTage"i 232,457, "Aoutputtlec
“PVSVoltag

7717, "Pudiol tage™: *677 .1
“PUSELectricity”:*1.43%,

25615 1.49", “PV3ELectricity”:*1.44", “PVaElectricity”: "0, 00",

p”i"14.8°], {“deviceid

J7status® 110, "runStatus” : "512°, “mpptiotalPomer”
5

532, "devicehane’

):27200/0penApl/ 512", "rpptTotalPonsr™ "3, 755", "OUTPUTACTLVaPONER" - "3, 692" , “OUTAUURACTLvaPORar™ i 0. 000" "dailyPoweriensr ation”: "5, 75"
wweryPlant ; ,"Outputictivefactor™: "1, 808", "Frequency”:"50.04", Lol afmE a0 25, "Routiutialtandta a0 4 ot aga TR0
- L PVivoltage": G S B o
1.42","PV2Electricity™:"1.3 1 ,'F‘.aEleLtwlclL "1.3;
(“deviceld”:1533, devicellane”: "TR20_ 13¢, *statu - euwuuumpam H
* 'wpummwramn + Sovtputiolcage’
=+, "Puavolt ) PUSVoltage”

,"PV2Electricity™:
TR16_T3", "status”: 19, "runStatus’
257, (o(élio-ememnra(:ov\

epptTotalPover”
"67409. 62", 0w ow.m veFactor”:°1.000°, "Frequency

4.844",

15
4 an lyPomerGeneration”:

,"PVGELectricity™s
‘outputlinict ivePouer”

50,037, "Aoutputioltage”: 23350, Bowcuwol(aee :"233. 9

“CoutputVoltage": "232.89", Elactriclt 3,74, Pilioltage-: 6 47, PaNoltage
S"687.7%, “Pudolt 8 mmn;.- “686.7*, "PViElectricity”:*1.42°, - s~,‘p\.sm«m[ ity”
B ‘;SEleccrluW "Ei.!' i unStatus’ 12
797, .008", wer™: "0, 00! OutputhctiveFactor
50 o houtputioltege”: '233.43", "Boutputioltags™"233.02", zo..»;.. \t:haee +231.47°, "Aovcpustlec risity” 73,687, BoutputElectricity:

1 ra0a ovaVn r2gn’ oan] ragn - A A Taga"-"AR2 3% "BUSVAIraga®-"REA )% -DuAVAITasa" BVIarrei i

.69 .'cnu:,m;éle;mru, :

5 (ahm:tl:ut(wTevD 1%}

0, "Frequency”

9. Query Plant Day History Data

URL: https://ip:port/openApi/queryPlantDayData
Request:

Method: POST

Parameter: plantid, date(XXXX-XX-XX), openApiroarand
Response:

Example:

View Help
My Workspace ¥ &, Invite
Q No Environment > o
1ps//52.58.159.10 @ htps: hups//52.58.159.10 @ hips/52.58.159.10 @ |+ »
History
https://52.58.159.100:27200/0penApi/queryPlant DayDatazplantid=101160&date=2019-03-20&o0penApiroarand=oh1h6hSCKOzZjbErnFACtfgKNKDba12Ma
Clear Save Responses
POST = | hupsir52.58.150.100:27200/0penApi/queryPlantDayData?plantid=101160&dar==2019-03-2080penApiroarand=oh1h6h.. “ Save ~
~ Today
52.58.150.100:27200/0penA e
ueryPlantDayData?plantid=101
2019-03-20%0penApiros KEY VALUE DESCRIPTION
52.58.150.100:27200/0penA i i
pi/queryPlamtDayData?plantid=101 plantid 101180
1608day=2019-03-20&openApirear date 2010-03.20
ht 100:27200icpeny A o .
G pi/queryPlantDayDar openApiroarand oh1h6hSCKOZibErnFACtigKNKDbal2Ma x
160&day=2019-03-20&openApi
https://52.58.150.100:27200/0penA
pilqueryPlantMonthData?plantid= Body 0] Status: 2000K  Time: 242ms  Size: 2092K Download
011608menth=2019-0380penfpiro =
52.58.150.100:27200/0penA Premy e W Q
pifogin?userName. EuVEer\&paJ
uawei12; 1 frerrortsg™:"e”,"resultbata”: [{"planti "2019-03-20 0 L currentPower”: "0.088", "dayEnergy”: "0.00"}, {"plantid”:101160
- "ereateTine":"2019-03-20 00:@5: 00" ", "dayEnergy”:"@.08"},{ "plantid" 1101168, "createTime": "2019-93-28 09:19:00"
52.58.150.100:27200/ope: 1 01168, "createTime”: "2019-03-20 08:15:00
pi/queryPlantMonthData?plant 2019-03-20 00:20:00", " currentPower": 0.000", "dayEneray 1101160, " createTime": "2019-03-20
019038 0penApiro 0%, “dayEnerey” 1" .00"}, {“plantid”: 101160, "createTine": "2015-63-28 80:30:00", “currentPouer *: °6. 006", "dayEneray”
90", currentauer 0 000" vaayEnersy” 0. 10°) {"plantln‘ ‘181153,":r=ataTwe
htps:/52.58.150.100:27200/0penA 19007, Dlahld" "1"2019-83-28 @ ", "currentPouer
pilqueryPlantMonthDataZplartid=1 101160, "createTine $-03-20 0 0.000", "cayEnerey 03, {"plantid”
- o o rrentPoner™:".000" "d:)ErErg;" 3 pa'-% {"plentid” 1»311cﬁ,“cre:tET1me” D oraoons 6100 o0
01160&month=2019-03&openApiro "8.08"}, {"plantid":181160, "createTime": "2019-03-28 01:8!
L{"plantia":101168, "createTine":"2819-03-28 @1:10:00", "currentPower":"8.000" , "dayEnergy
) @
ee_—_— . — — o  ———
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10. Query Plant Month History Data

URL: https://ip:port/openApi/queryPlantMonthData
Request:

Method: POST

Parameter: plantid, month(XXXX-XX), openApiroarand
Response:

Example:

File Edit View Help

| 2% Myworkspace ¥ &, Invite

Q No Environment - fo3
tp . it 4 hips://52 58.159.100:27200/0f @ + e a

Histol
Y https://52.58.159.100:27200/openApi/queryPlantMonthData?plantid=101160&month=2019-03&openApiroarand=ch1h6h5CKOzjbErn FdCtfgKNKDba12Ma

https://52.58.159.100:27200/openApi/queryPlantMonthData?plantid=101160&month=2019-03&openApiroarand=oh1h...

VALUE DESCRIPTION **s | Bu

Download

mQ

“specificEne
nceRatio

:"87.98",{"plantid": 101168,
1101160, "createTime" : "2819-83-8
019-03-89", "dayEnergy”:

58523.48", "specificEnergy”:
specificEnsrgy”: -
.42*, "performanceRatio”:

ecificEnergy”:
performanceRatio
88.71"},{"plantid
:101168, *createTime

{"plantid”
ateTime"
19-83-11"

"performanceR,

Q Learn

11. Query Plant Year History Data

URL: https://ip:port/openApi/queryPlantYearData
Request:

Method: POST

Parameter: plantid, year(XXXX-XX), openApiroarand
Response:

Example:
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7
File Edit View Help
el I 25 MyWorkspace ¥ &, Invite
Q — No Environment - e
hig ] ht L] 3. ® nitps//5255. @+ eee *
History . . . )
https://52.58.159.100:27200/openApi/queryPlantYearData?plantid=101160&year=2019&openApiroarand=oh1h6h5CKOzjbErmFdCtfgKNKDba12Ma
POST - 58.150.100:27200/0penApilqueryPlantYearData?plantid=1011608year=2019&openApiroarand=oh1 h6h5CKO... -
v Today
Params @
KeY VALUE DESCRIPTION *e | BulkEd
cer plantid 101160
year 2019
openApiroarand 0h1h6h5CKOZbEmFdCigkNKDba12Ma "
Body m Status: Time: 1612 ms Download
Pretry Auto ¥ | Q
GET
; esultData”™: [{ pecificEnerg: erformanceRatio
161168, "createT! performanceRatio”:"87.15"}]}
2
Q Qleam [ & @

12. Query Plant Total History Data

URL: https://ip:port/openApi/queryPlantTotalData
Request:

Method: POST

Parameter: plantid, openApiroarand

Response:

Example:

2% MyWorkspace ¥ & Invite

s ® | e

https://52.58.158.100:27200/0penApi/queryPlantTotalData?plantid=101160&openApiroarand=aU4N2/30rqRsCTVASOAWKI4Aww V| 7rB

0/openApi/queryPlantTotalData?plantid=101160&o0penA d=aU4N2/30rqRsCTVA90fW... “ Save

Clear a Save Responses

1 [rerrorMsg":"e","resultData”: [{"plantid":101168,"createTime":"2018", "dayEnergy":"1352061.21", "speci FicEnergy” : "63.85", "performanceRatio” : "87
-15"}1}

No Environment - o %

-
KEY vALUE ESCRIPTION
plantid 101160
openApiroarand aU4N2/30rqRsCTVASOMWKIdwan VIl TrB
Body 0] (10) Status Download
Pretty Aue v mQ

Qleem [ @ @
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13. Logout

URL: https://ip:port/ openApi/logout
Request:

Method: POST

Parameter: openApiroarand
Response:

Example: {"errorMsg":0}

C
File Edit View Help
2= | & 25 MyWorkspace ¥ & Invite
No Envi it v Lcd
@ hizps: @ hps: @ hicpsz @ htzps: ® hrtps: @ hizps: @ hips: @ 4 wee © Fnvironmen i
History . '
https://52.58.159.100:27200/openApi/logout?openApiroarand=alU4N2/30rgRsCTV490fWkl4ww vl 7rB
Cleara Save Responses
POST v https://52.58.159.100:27200/0penApiflegout?openApiroarand=alU4N2/30rqRsCTVA90fWildwwi vi] 7rB “ Save ¥
v Today
Params @
KEY VALUE DESCRIPTION #*s | Bulk Edit

openApiraarand SU4N2/30rqRsCTVASOMKIdww IV[7r3

Body m (10) Status: 200 0K Time: 247 ms  Size: 3698 Download
Prery Ao ¥ mQ

1 ["errorMsg":@}
2

Qleem H & @
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